1，Please repeatedly press delete key as soon as you turn on the PC, go to BIOS.  Please use arrow key to choose security option [image: ]

2，On the security page, please use up and down key too choose Secure boot, press enter to go to secure boot page. [image: ]

[bookmark: _GoBack]3, On the secure boot page, please set Secure boot to enabled,and please use up and down key to select Secure boot mode, and set it to custom. Then press F4 key to save and exit. If the secure boot is not active yet, please change the secure boot mode to standard and press F4 to save and exit. 
[image: ]
4， Please use up and down key to choose Restore factory keys,and press enter, the window” Install factory defaults ” will pop up. 
[image: ]
5， Please choose Yes, and press enter,the window of “Reset Without Saving “ will pop up.
[image: ]

6， Please choose Yes, press enter and the system will reboot.

7，When rebooting, please press delete key to go to the BIOS,and use left and right key to choose security screen, and use up and down key to choose Secure Boot option, press enter and go to Secure Boot page, you will see the secure boot is active. 
[image: ]
8，Please use up and down key to choose Key Management option, and press enter key go to Key Management page. 
[image: ]
On the page, it shows that there is a Platform Key and a Key Exchange Key. 

image7.png
Security

YYvwy

YYvvyvvwy

vendor Keys Hodified
Restore Factory Keys

Reset To Setup Mode

Enroll Efi Inage

Export Secure Boat variables

Secure Boot variable | size| Keys| Key Source
Platform Key (PK) | 862 1| Test (AMI
Key Exchange Keys  (KEK)| 1560] 1| Factory
Authorized Signatures (db)| 3143| 2| Factory
Forbidden Signatures(dbx) [17836| 371| Factory
Authorized TimeStamps(dbt)| 0 0] No Keys
OsRecovery Signatures(dbr)| 0 0] No Keys

Install factory default Secure
Boot keys after the platform
reset and while the System is
in setup mode

e :
T

Select Screen
Select Item

Enter: Select

RVt

F

F2:
Fa:
Fa:
ESC:

Change Opt.
General Help
Frevious Values
Optimized Defaults
Save & Exit

Exit





image1.png
Security

Disable Block Sid [Disabled;
Password Description

If ONLY the Administrator's passuord is set,
then this only limits access to Setup and is
only asked for uhen entering Setun.

If ONLY the User's passuord is set, then this
is a pouer on password and must be entered to
boot or enter Setup. In Setup the User will
have Adninistrator rights.

The passuord length must be

in the following range:

Minimum length 3
Maximum length 20

Administrator Passuord
User Passuord

TC6 Storage Security Configuration:

Secure Boot configuration

e :
T

Select Screen
Select Item

Enter: Select

RVt

F
F2:
Fa:
Fa:

ESC:

Change Opt.
General Help
Frevious Values
Optimized Defaults
Save & Exit

Exit





image2.png
Security

System Mode

Secure Boot Mode
> Restore Factory Keus
> Reset To Setup Mode

> Key Management

setup

Not Active

[standard]

Secure Boot feature is Active
if Secure Boot is Enabled,
Platform Key(PK) is enrolled
and the System is in User mode.
The mode change requires
platform reset

4+: Select Screen
t1: select Item
Enter: Select
+/-: Change Opt.
F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit





image3.png
Security

System Mode

Secure Boot

> Restore Factory Keus
> Reset To Setup Mode

> Key Management

setup

[Enabled]
Not Active

Secure Boot mode options:
Standard or Custom.

In Custom mode, Secure Boot
Policy variables can be
configured by a physically
present user without full
authentication

4+: Select Screen
t1: select Item
Enter: Select
+/-: Change Opt.
F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit





image4.png
Security

System Mode

Secure Boot

Secure Boot Mode
> Reset To Setup Mode

> Key Management

setup Force System to User Mode.
Install factory default Secure

[Disabled] Boot key databases

Not Active

[custon]

General Help
Frevious Values

: Optimized Defaults
Save & Exit

ESC: Exit





image5.png
Security

System Mode

Secure Boot

Secure Boot Mode
> Reset To Setup Mode

> Key Management

setup

[Disabled]
Not Active

[custon]

Force System to User Mode.
Install factory default Secure
Boot key databases

4+: Select Screen

t1: select Item
Enter: Select

+/-: Change Opt.

F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit





image6.png
Security

System Mode
Secure Boot
Secure Boot Mode

> Restore Factory Keus
> Reset To Setup Mode

User

[Enabled]

[custon]

Enables expert users to modify
Secure Boot Policy variables
without variable authentication

4+: Select Screen
t1: select Item
Enter: Select
+/-: Change Opt.
F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit





